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This document should be read in conjunction with other relevant policies including, but not limited
to the Education Act (2024 Revision) framework for education in the Cayman Islands, Education
Regulations, Data Protection Act and the digital version of the Digital Responsibility and Acceptable
Use Policy.
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Digital responsibly

Overview

At St Ignatius Catholic School, we believe that digital responsibility is central to fostering good
citizenship and living out our school values. Whether using a school device or a personal one,
students are expected to engage in respectful, safe, and responsible digital behaviour.

The internet and digital devices are powerful tools for learning, but they also carry risks. All
members of our community must use technology thoughtfully, protect one another, and uphold the
law.

While staff will not actively monitor students’ personal use of social media, the school has a duty of
care to protect both students and staff. Any reported violations of this policy will be fully
investigated.

Cayman law is clear on the criminal nature of online abuse:

INFORMATION AND COMMUNICATIONS TECHNOLOGY AUTHORITY LAW (2011 Revision)

“Section 90. (1) A person who knowingly uses an IT network or IT service to defraud, abuse, annoy,
threaten, or harass any other person is guilty of an offence and liable, on summary conviction, to a
fine of ten thousand dollars and to imprisonment for one year, or, on conviction on indictment, to a
fine of twenty thousand dollars and to imprisonment for two years.

(2) In addition to imposing any penalty under subsection (1), the Court may, by order, restrain the
person from using IT services or IT networks as it sees fit.”

In addition, please read this policy in conjunction with the Anti-Bullying & Cyber Bullying Policy.

Lesson Recordings for Professional Development

To support teacher professional growth, St Ignatius makes use of lesson recording technology (e.g.
Swivl) for training and continuing professional development (CPD).

e Permission for recording lessons is included in the parent/student user agreement.

e Recordings will only be used internally for CPD and safeguarding purposes.

e All recordings will be stored securely and handled in line with GDPR compliance and school
safeguarding policies.

General Principles:

In line with the Image Usage Policy, no images of the school, pupils, or staff are to be taken on the
school premises or shared via any method without obtaining permission from the Principal first.

Please refrain from commenting about school-related incidents online — your privilege to 'free
speech' does not extend to posting detrimental or misleading remarks about others, even in what
you may perceive as private forums.

At St Ignatius Catholic School, we aim to create a safe learning environment for all. If things are
posted online that are hurtful to students or staff this has an impact on learning and this is
something that we will not tolerate. If you are found to have posted material that is deliberately
offensive to anyone online, you will be liable to sanctions as per the schools’ policies.
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School-Issued Laptops

e Studentsin Years 7, 10, and 12 are issued school laptops for use in class and at home. These
remain school property and must be returned in good condition at the end of Year 9, Year
11, Year 13, or upon unenrolment.

e Parents are responsible for ensuring laptops are stored safely. Stolen laptops left
unattended (e.g. in cars or at home) will be the responsibility of parents to replace.

e Laptops must always be carried in their protective case and stored in lockers when not in
use.

Loan Scheme (Forgotten Items & Support)

Where possible the school will provide a temporary replacement while pursuing a
repair/replacement of your device. To support learning, St Ignatius offers two loan types:
e 1-Day Loans: For forgotten items (e.g. chargers), to be returned the same day.
e 4-Week Loans: For longer-term support (e.g. laptops), with clear return dates and
accountability.
Conditions:
e Allloans are logged by the school.
e Students are responsible for the care, timely return, and condition of the loaned item.
e Lost, damaged, or unreturned items will result in financial liability.
e Repeat requests will be tracked to help identify patterns and provide reminders.
e Loaned devices are subject to the same Acceptable Use Policy as permanently issued
laptops. Any damage or misuse will result in additional consequences.

Acceptable Use Policy:

Always treat your computer with respect;
Students must:

e Treat school devices with care and respect.

e Bring their laptop to school fully charged each day.

e Report technical issues immediately to IT Support.

e Keep passwords private and never share login details.

e Use laptops for educational purposes only; gaming, social media, or inappropriate sites are

prohibited.

e Refrain from installing or removing software, including VPNs or browser plug-ins, without
permission.

e Only connect personal devices to the school network with authorisation from the IT
Director.

e Use the Microsoft 365 suite for email, documents, and collaboration. Alternative software is
not permitted.

e Communicate respectfully in all digital platforms.

e Remember to secure your laptop in your locker when it's not in use and always use the
protective sleeve when carrying it in your backpack.

Accidental Damage or Loss
Damage resulting from actions that are not due to manufacturing defects or failures is considered
your responsibility. This includes damage typically incurred from events such as a drop or an impact
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that affects the screen or any other component of the laptop, potentially rendering the device
inoperative. Liquid spills onto or within the device, electrical surge damages, theft, loss, and
purposeful acts of damage—such as missing keys or broken/cracked cases—also fall under this
category. Remember, the stewardship of your device requires care and diligence; avoid these
incidents to prevent unnecessary costs and inconveniences.

Manufacturing Warranty

This covers the product to be free from defects in the materials and workmanship under normal use
during the warranty period but excludes nearly all damage outside of that. Normal wear and tear are
not part of the manufacturing warranty and should be expected to be replaced if not cared for
properly. These include batteries, chargers, and similar parts which will wear out over time.

Third Party Damage

Should the device be damaged by a third party while on campus each case will be reviewed in its
own light and circumstances to determine fault.

Conditions of use:

- Do not install/uninstall or change the configuration of the laptop in any way. If you are
unsure, ask the IT Support Staff. This includes, installing browser plugins or VPNs.

- Never use another person's login details. Breach of this will be treated extremely seriously.
Keep your password secure and change it if you suspect somebody else knows it.

- Stay away from inappropriate online content. This includes gaming, social networking, and
illegal sites. Your computer is for schoolwork only. If you're unsure about a website, it is
probably not suitable. Misuse may result in websites being blocked on your device.

- Bring your laptop charged every morning. Forgetting it will have the same consequences as
not bringing other required school equipment.

- Report technical problems immediately. Do not wait until the end of the day if you're
experiencing issues.

Reminders:

- Keep in mind that all your actions on school computers are tracked — if it's not something
you want your teachers or parents to see, don't view or write it.

- Ensure that all messages you send, whether via email or other platforms, maintain a
respectful and polite tone.

- Personal devices may only connect to the school network with explicit permission from the
IT Director or other authorised individuals.

- Students have access to the complete Microsoft Suite of Applications and should use these
for Email, Document creation, File Sharing, and lessons. The use of alternative software is
not permitted.

- Most crucially, utilise your laptop as a tool to enrich your educational experience.

Monitoring & Investigations

In the event of an incident being reported, St Ignatius Catholic School will fully investigate and
document the incident. The investigation will be carried out by designated school staff, and may
include interviews with witnesses, examination of any evidence, and consultation with appropriate
external authorities if necessary.

Student Digital Responsibility & Acceptable Use Policy
4 V2.0



The investigation process will aim to determine the nature and extent of the breach of this policy
and aim to identify any individuals who may have been involved. The investigation will be conducted
with sensitivity, confidentiality, and impartiality, and will be completed as soon as possible.

Consequences:

Each incident will be treated individually and will be dealt with according to level of severity. Based
on the outcome of the investigation, appropriate action will be taken to address the breach of
policy. This may include disciplinary action, suspension, or exclusion from school, and/or referral to
external authorities if deemed necessary.

The school reserves the right to make decisions on whether a charge will be made for damaged
devices where reasonable care has been neglected. Parents will be informed at the earliest
opportunity about any incidents.

St Ignatius Catholic School takes its duty of care to its students and staff seriously and will not
tolerate any breaches of this policy. It is essential that all students understand the seriousness of
such incidents and the consequences of their actions.

Final Statement

St Ignatius Catholic School takes its duty of care seriously. Students and parents must understand
that the responsible use of digital devices is central to learning and safety. By following this policy,
we protect one another, respect our shared resources, and uphold the values of our school
community.
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Appendix 1: EYFS, KS1 and KS2 acceptable use agreement (pupils and
parents/carers)

ACCEPTABLE USE OF THE SCHOOL'’S IT SYSTEMS AND INTERNET: AGREEMENT FOR PUPILS

Name of pupil:

When | use the School’s IT systems (such as computers) and get onto the internet in school | will:

e  Ask Permission: Ask a teacher or adult if | can use the computers/tablets before using them.
e Use Approved Websites: Only use websites that a teacher or adult has told me or allowed me to use.

e Care for Equipment: Look after the school IT equipment and tell a teacher straight away if something is
broken or not working properly.

e  Report Issues: Tell my teacher immediately if:
o Iclick on a website by mistake.
o |lreceive messages from people | don’t know.
o | find anything that may upset or harm me or my friends.
e BeKind: Be kind to others and not upset or be rude to them.
e Polite Communication: | will only send messages online which are polite and friendly.
o Keep Passwords Private: Never share my password with anyone, including my friends.

e Protect Personal Information: Never give my personal information (my name, address, or telephone
numbers) to anyone without the permission of my teacher or parent/carer.

e Seek Help: | will always tell a teacher or suitable adult if something online makes me feel upset, unhappy,
or worried.

e Schoolwork Only: Use IT systems and internet for schoolwork only.
e Supervised Internet Use: | will only use the internet when a teacher or suitable adult is with me.
e Understand Links: | will only click on links and buttons online when | know what they do.

e  Online Safety Resources: | can visit ThinkUKnow and Childnet to learn more about keeping safe online.

e Consequences: | know that if | do not follow the rules, | might not be allowed to use a computer or tablet.
e Save Work Properly: Save my work on the school network.

o Check Before Printing: Check with my teacher before | print anything.

e Log Off Properly: Log off or shut down a computer when | have finished using it.

o Follow Policies: Agree to the anti-bullying and online safety policy.

e Discuss Rules: | have read and talked about these rules with my teacher and parents/carers.

| agree that the school will monitor the websites | visit and that there will be consequences if | do not follow the
rules.

Student Digital Responsibility & Acceptable Use Policy
6 V2.0


http://www.thinkuknow.co.uk/
http://www.childnet.com/young-people/primary

Appendix 2: KS3 and KS4 acceptable use agreement (pupils and
parents/carers)

ACCEPTABLE USE OF THE SCHOOL'’S IT SYSTEMS AND INTERNET: AGREEMENT FOR PUPILS

Name of pupil:

| understand that the St. Ignatius Catholic School Digital Responsibility and Acceptable Use of Technology
Policy is designed to help keep me safe and happy online, both at home and at school. | recognise the
importance of using technology and school systems in a responsible way.

When | use the School’s IT systems (such as computers) and get onto the internet in school | will:

Learning

e Educational Use: | understand that school systems and devices are intended for educational use and
that | will not use them for personal or recreational use unless | have permission.

e No Personal Devices: | know that | am not allowed to use my own personal devices at school.

e Ask Permission: | will always ask permission from an adult before using the internet.

o Approved Websites: | will only use websites and search engines that my teacher has chosen.

e School Work: | will use school devices for schoolwork unless | have permission otherwise.

e USB Sticks: If | bring in USB sticks from outside of school, | will always give them to my teacher so they
can be checked for viruses and content before opening them.

e No Personal Email or social media: | know that | am not allowed on personal email, social networking
sites, or instant messaging in school.

Personal Safety
e Appropriate behaviour: | will behave appropriately and responsibly online.
e Polite Messages: | only send messages which are polite and friendly.
e Safe Posting: | must not post pictures or videos of class members, staff or school without permission.
e Safe Links: | will only click on links if | know they are safe.
e Stranger Danger: | know that people | meet online may not always be who they say they are. If
someone online suggests meeting up, | will immediately talk to an adult.

e Verify Information: | know that not everything or everyone online is honest or truthful. When | am
using the internet to find information, | will take care to check that the information | access is accurate.
| will check content on other sources such as other websites, books, or with a trusted adult.

e Permission for Work: | will always check | have permission to use the original work of others in my own
work.

e Credit Sources: | will always credit the person or source that created any work, images, or text | use.

Responsible

e  Protect Personal Information: | will keep my personal information safe and private online.

e Keep Passwords Safe: | will keep my passwords safe and secure, and | will not share them.

e No Personal Details: | will protect myself by not telling anyone | meet online my address, my telephone
number, my school’s name, or by sending a picture of myself without permission from a teacher or
other trusted adult.

e No Meetings: | will not arrange to meet anyone | have met online without permission from a teacher
or other trusted adult.

o Respect Others’ Information: | will not access or change other people’s files or information.

e  Report Issues: | will immediately report any unpleasant or inappropriate material or messages or
anything that makes me feel uncomfortable when | see it online.
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Understand

e Internet Filter: | understand that the school internet filter is there to protect me, and | will not try to
bypass it.

e Monitoring: | know that all school devices and systems are monitored to help keep me safe, including
when | use them at home.

e Discuss Rules: | have read and talked about these rules with my parents/carers.

e Online Safety Resources: | can visit ThinkUKnow and Childnet to learn more about keeping safe online.

e Consequences: | understand that if | fail to comply with the Acceptable Use of Technology Policy, | will
be subject to sanctions in line with the school behaviour policy.

e  Report Concerns: If | see anything online that | should not or that makes me feel worried, frightened,
or upset, | will minimize the page, shut the laptop lid, or turn off the screen and tell an adult straight
away.

o Seek Help: | will tell a teacher or other adult if someone online makes me feel uncomfortable, worried,
or frightened when | am online using games or other websites or apps.

e  Report Unsafe Behaviour: If | am aware of anyone being unsafe with technology, | will report it to a
teacher or other adult.

o Mobile Phones: If, for any reason, | need to bring my mobile phone into school, | know that it is to be
handed in to a teacher or other suitable adult.

| agree that the school will monitor the websites | visit and that there will be consequences if | do not follow the
rules.
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Appendix 3: KS5 acceptable use agreement (pupils and parents/carers)

ACCEPTABLE USE OF THE SCHOOL'S IT SYSTEMS AND INTERNET: AGREEMENT FOR PUPILS AND PARENTS/CARERS

Name of pupil:

| will read and follow the rules in the acceptable use agreement policy

When | use the School’s IT systems (such as computers) and get onto the internet in school | will:
* Always use the School’s IT systems and the internet responsibly and for educational purposes only
* Use the Internet in such a way that it will not bring the school into disrepute
* Keep my username and passwords safe and not share these with others

* Keep my private information safe at all times and not give my name, address, or telephone number to anyone
without the permission of my teacher or parent/carer

* Tell a teacher (or another responsible adult) immediately if | find any material which might upset, distress or
harm me or others

* Ensure my laptop is adequately charged for my lessons and bring my charger
* Always log off or shut down my laptop when I’'m finished working on it
* Store my laptop responsibly in its protective sleave and not leave it unattended

» Agree to the anti-bullying and online safety policy
I will not:

* Access any inappropriate websites including social networking sites, chat rooms and gaming sites unless my
teacher has expressly allowed this as part of a learning activity

* Download inappropriate material or install unapproved software

* Modify the settings or setup of my laptop

* Open any attachments in emails, or follow any links in unknown emails

* Use any inappropriate language when communicating online, including in emails
* Log in to the School’s network using someone else’s details

If I bring a personal mobile phone or other personal electronic device into school:

* | will not use it during lessons, tutor group time, clubs or other activities organised by the School, without a
teacher’s permission

* | will use it responsibly, and will not access any inappropriate websites or other inappropriate material or use
inappropriate language when communicating online

* | will not use it to take any photographs or video without a teacher’s permission

* | can ask that it be allowed onto the school’s network, but that its traffic will be monitored

| agree that the School will monitor the websites | visit and that there will be consequences if | don’t follow the rules.

Signed (pupil): Date:

Parent/carer’s agreement: | agree that my child can use the School’s IT systems and internet when appropriately
supervised by a member of staff. | agree to the conditions set out above for pupils using the School’s IT systems and
internet, and for using personal electronic devices in school, and will make sure my child understands these.

Signed

Date:
(parent/carer): ate
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