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1. Statement 
This document provides the designated Data Protection Officer (DPO) with information on handling 

a personal data breach under the Cayman Islands Data Protection Act (DPA). 

2. Personal Data Breaches 
• The DPA introduces a duty on all data controllers to report personal data breaches to the 

Ombudsman and the individual(s) whose data was breached unless the breach is unlikely to 

prejudice their rights and freedoms. In the event of a breach, the School must do this within 5 

days. 

• The School needs to provide the Ombudsman and the affected individual(s) with certain 

information, including measures the School has taken itself and measures the School 

recommends the individual to take. 

3. What is a personal data breach? 
The DPA defines a "personal data breach" as follows: 

• "personal data breach" means a breach of security leading to the accidental or unlawful 

destruction, loss, alteration, unauthorized disclosure of or, access to, personal data transmitted, 

stored, or otherwise processed. 

3.1. Breaches can be the result of both accidental and deliberate causes. It also means that a breach 

is more than just about losing personal data. 

3.2. Personal data breaches can include: 

• access by an unauthorized third party; 

• deliberate or accidental action (or inaction) by a controller or processor; 

• sending personal data to an incorrect recipient; 

• computing devices containing personal data being lost or stolen; 

• alteration of personal data without permission; and 

• loss of availability of personal data. 

3.3. A personal data breach may, if not addressed in an appropriate and timely manner, result in 

physical, material or non-material damage to natural persons such as loss of control over their 

personal data or limitation of their rights, discrimination, identity theft or fraud, financial loss, 

unauthorised reversal of pseudonymisation, damage to reputation, loss of confidentiality of personal 

data protected by professional secrecy or any other significant economic or social disadvantage to 

the natural person concerned. 

3.4. This means that a breach can have a range of adverse effects on individuals, which include 

emotional distress, and physical and material damage. Some personal data breaches will not lead to 

risks beyond possible inconvenience to those who need the data to do their job. Other breaches can 

significantly affect individuals whose personal data has been compromised. 

4. What breaches need to be reported?  
4.1. The Ombudsman expects all data breaches to be reported to the Ombudsman and the 

individual(s) whose data was breached unless the breach is unlikely to prejudice the rights and 

freedoms of the affected data subjects. 



 

 Data Protection Policy: Appendix 1 – Personal Data Breach – St Ignatius Catholic School 
V1.0  P a g e  | 3 

4.2. A personal data breach may not by itself lead to enforcement action by the Ombudsman. The 

circumstances of the breach will determine whether an investigation will be launched. 

5. Who is responsible at the School for reporting data 

breaches? 
5.1 All data breaches must be reported to the Principal as soon as the School becomes aware of the 

breach and no later than 5 days of becoming aware of the breach.  

5.2 The Principal must then notify the Ombudsman of the breach no later than 5 days of becoming 

aware of the breach. 

6. Third party data processor breaches 

6.1. Where the School engages third party data processors, if a data processor suffers a reportable 

breach, then the School - as the data controller - must inform the Ombudsman, and the individual(s) 

concerned, without undue delay and always within the five-day reporting time limit. 

7. Time limit to report a breach? 

7.1. The School must report a personal data breach to the Ombudsman and the individual(s) 

concerned without undue delay, but not later than 5 days after it should have been (with the 

exercise of due diligence) aware of the breach. 

In the context of data breaches, due diligence means that the School must manage its systems on an 

ongoing basis and monitor them for any accidental or deliberate destruction, loss, alteration, 

unauthorized disclosure of or, access to, the personal data it processes. 

8. What information must a breach notification contain? 

8.1. When reporting a breach, the School must provide a description of: 

• the nature of the personal data breach; 

• the consequences of the breach; 

• the measures proposed or taken by the School to address the breach; and 

• the measures the School recommends the individual(s) take to mitigate the possible adverse 

effects of the breach. 

8.2. Notifications to the Ombudsman should be made using the Notification Form at Schedule 2. 

8.3. Data controllers are expected to prioritise the investigation, give it adequate resources, and 

expedite it urgently. Nonetheless, it may not always be possible to investigate a breach fully within 

five days to understand exactly what has happened and what needs to be done to mitigate it. 

8.4. If so, the School should provide the additional information as soon as possible without undue 

further delay. 

8.5. If the School cannot provide full details within five days, explain the delay to the Ombudsman 

and explain when it expects to submit more information. 
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9. How does the School notify a breach to the Ombudsman? 

9.1. The Ombudsman can be contacted by the following methods: 

In person: Office of the Ombudsman, 3rd Floor, Anderson Square, 64 Shedden Road, George Town, 

Grand Cayman 

Mail: PO Box 2252, Grand Cayman KY1-1107, CAYMAN ISLANDS 

Email: info@ombudsman.ky 

Call: +1 345 946 6283 

10. Are there any breaches the School does not need tell the 

affected individuals about? 

10.1. All personal data breaches are reported to both the Ombudsman and the affected individuals 

within five days unless the breach is unlikely to prejudice the rights and freedoms of the data 

subjects. 

11. Records Management 

11.1. All data breaches should be carefully recorded. 

11.2. Use the incident management form template annexed to record details of the initial incident 

and determine criticality.  

11.3. As with any security incident, the School should investigate whether the breach was a result of 

human error or a systemic issue and see how a recurrence can be prevented - whether this is 

through better processes, further training, or other corrective steps. 

12. Reporting Personal Information Breaches 

12.1. Any incident where there is a loss of Personal Identifiable Information (PII) must be reported to 

the Ombudsman and to the data subject(s) using the following steps: 

• Obtain all the details of the breach and the specific records, 

• Investigate the cause of the compromise, 

• Implement the remediation, 

• Compile the report for the Ombudsman, and 

• Arrange for the impacted subjects and the Ombudsman to be informed. 

12.2. Serious breaches should be notified to the Ombudsman and should include: 

• The type of information and number of records, 

• The circumstances of the loss/release/corruption, 

• Action taken to minimise/mitigate effect on individuals involved including whether they  

• have been informed, 

• Details of how the breach is being investigated, 

• Whether any other regulatory body has been informed and their response, 

• Remedial action taken to prevent future occurrence, and 

• Any other information that may assist the Ombudsman in making an assessment. 

mailto:info@ombudsman.ky
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Training 
All staff, directors and governors are provided with training as part of their induction process.  

Training will also form part of continuing professional development, where changes to legislation, 

guidance or the schools’ processes make it necessary. 

Links to Other Policies & Procedures 
Data Protection Policy 

Appendix 1.1 – Schedule 1 - Incident Management Form Template 

Appendix 1.2 – Schedule 2 – Data Breach Notification Form 


