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1. Overview

This Appendix provides the designated Data Protection Officer (DPO) with information on handling a
Data Subject Access Request (DSAR).

The overall purpose of the document is to respond to requests to provide information held on a Data
Subject in accordance with the Cayman Islands Data Protection Act without impacting any other
Data Subjects or breaching legal or regulatory requirements or privileged information.

2. General Principles:

¢ Individuals have the right to access their own personal data.

e This is commonly referred to as subject access.

e To do so, individuals must make a DSAR in writing.

¢ You have thirty days to respond to a DSAR.

e If you need further information from the requestor, the period of time for your response can
be extended.

¢ No fee can be charged to deal with a DSAR except in exceptional circumstances, or where a
request is deemed excessive.

3. What Is The Right Of Access?

3.1 The right of access, commonly referred to as subject access or as a DSAR, gives individuals the
right to obtain a copy of their personal data as well as other supplementary information. It helps
individuals to understand how and why an organisation is using their personal data and to check
that they are doing it lawfully.

4. What Is An Individual Entitled To Under A Data Subject

Access Request?

e 4.1 The DPA provides that individuals have the right to make a complaint to the Ombudsman
and the right to obtain the following:
e confirmation that you are processing their personal data;
e acopy of their personal data; and
e other supplementary information. This is likely to include:
= the purposes of processing;
= the categories of personal data concerned;
= the recipients or classes of recipient the School discloses, or may disclose, the
personal data to;
= any countries or territories outside the Cayman Islands to which the School
transfers or intends to transfer the personal data;
= the general measures taken to ensure the security of the personal data (i.e. to
comply with the seventh data protection principle);
= any information available as to the source of the personal data;
= the reasons for any automated decision made in relation to the individual,
including the individual’s performance at work, creditworthiness, reliability, or
conduct; and
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4.2 A subject access request does not need to be for all the types of information listed above.
However, the School should clarify with the requestor that they are entitled to the types of
information listed above.

4.3 For instance, a requestor may only be interested in receiving one type of information held,
instead of all personal data held.

5. Personal Data Of The Individual And Mixed Personal Data

5.1 An individual is only entitled to their own personal data and certain information about the data,
but not to information relating to other people (unless the information is also about the individual
or the individual is acting on behalf of someone else). Therefore, it is important that the School
establishes whether the information requested falls within the definition of personal data.

5.2 Sometimes, the School will come across so-called “mixed personal data”, i.e. where personal
data of one data subject is very closed linked to the personal data of another data subject. If
the third-party data subject has not consented to the disclosure of the mixed personal data, the
School will need to assess whether the mixed personal data will need to be redacted or whether
it can be released as mixed personal data.

5.3 The School will need to assess whether it is reasonable in all circumstances to disclose the mixed
personal data. In particular, this will require the School to balance the respective interests of
the affected data subjects, including:

¢ whether a duty of confidentiality towards the other data subject is owed;

e what type of the personal data would be disclosed;

e whether any steps have been taken to seek consent of the other data subject;

¢ whether the other data subject is capable of granting consent; and

¢ whether the other data subject has expressly refused consent.

6. What Is A Valid Data Subject Access Request?

6.1 The DPA specifies that a subject access request must be made in writing.

6.2 A request does not have to include the phrase 'subject access request' as long as it is clear that
the individual is asking for their own personal data.

6.3 This presents a challenge as any employee of the School could receive a valid request. However,
the School has a legal responsibility to identify that an individual has made a request and handle

it accordingly. The School may wish to check with the requester that it has understood their
request, as this can help avoid later disputes about how the School has interpreted the request.
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7. Template Data Subject Access Request Form

7.1 Standard forms can make it easier both to recognise a subject access request and for the
individual to include all the details you might need to locate the information they want.

7.2 However, even if the template form is not used, the School should note that a subject access
request is valid if it is submitted in writing by any means, e.g. in hardcopy letter, by email, etc.,
so the School will still need to comply with any requests received in any written format.

7.3 Therefore, although the School may invite individuals to use a template form, it must make it
clear that it is optional. The School should not try to use this as a way of extending the thirty-day
time limit for responding.

7.4 A suggested Data Subject Access Request template form is annexed at schedule 1 to this
Appendix.

8. How Should The School Provide The Data To Individuals?

8.1 The DPA specifies that data should be provided in the format requested by the individual, unless:
e the supply of such a copy is not possible or would involve disproportionate effort, or
e the data subject agrees otherwise.

8.2 If an individual makes a request electronically, the School should provide the information in a
commonly used electronic format unless the individual requests otherwise.

9. Do You Have To Explain The Contents Of The Information
You Provide To The Individual?

9.1 The DPA requires that the information the School provides to an individual is in an intelligible
form, which means using clear and plain language.

9.2 If the personal data themselves are not understandable without an explanation (e.g. because
the data is coded), they must be provided accompanied by an adequate explanation.

9.3 At its most basic, this means that the information the School provides in response to a request
should be capable of being understood by an average person (or child). However, the School is
not required to ensure that the information is provided in a form that can be understood by the
particular individual making the request.

10. No Fees Payable For A Data Subject Access Request

10.1 The personal data must be provided free of charge.

10.2 However, the Regulations provide that where the request is manifestly unfounded or excessive
the School may charge a reasonable fee for the costs of providing the requested data and
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information, or refuse to act on the request.

10.3 This will only be in very few cases, since the DPA defines a request that is “manifestly
unfounded or excessive” as a request that:

e isrepetitive;

e s fraudulent in nature; or

e would divert the resources of the data controller unreasonably

10.4 The School has the burden of proving that a request is “manifestly unfounded” or “excessive”.
In the event of disagreement, the Ombudsman shall decide on the facts.

11. How Long Do You Have To Comply With A Subject
Access Request?

11.1 The School must comply with a subject access request within thirty days from the date it
receives the request.

11.2 The School should calculate the time limit as thirty days from the day after it receives the
request (whether the day after is a working day or not).

11.3 If the School has asked for a fee or further clarification from the individual (e.g. proof of
identity), this may suspend the period for responding. The period resumes when the fee and/or
further information has been supplied.

11.4 The period for responding to the request begins when the School receives the additional
information from the requestor. However, if an individual refuses to provide any additional
information, the School must still endeavour to comply with their request i.e. by making
reasonable searches for the information covered by the request.

11.5 If the corresponding date falls on a weekend or a public holiday, the School has until the next
working day to respond

12. Can You Extend The Time For Providing A Response?

12.1 The School can extend the time to respond to a request for up to thirty additional days, if:
¢ alarge amount of data is requested or is required to be searched and meeting the timelines
would unreasonably interfere with your operations;
e more time is required to consult with a third party or other data controller before you are
able to decide whether or not to give the requestor access to the requested data; or
e the data subject has given consent to the extension.

12.2 If the School extends the period for responding to a request, it must inform the requestor, and
provide reasons for the extension.

12.3 With the permission of the Ombudsman, the School can extend the period for responding to a
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request by more than thirty days, if:
e one or more of the circumstances described above apply; and
e the Ombudsman considers that it is appropriate to do so.

12.4 If the School believes it needs to extend the period for responding to a requestor for more than
thirty days it should contact the Office of the Ombudsman with all the details, and request an
extension in writing.

13. Should You Ask An Individual For ID Before Providing A

Response?

13.1 If the School has doubts about the identity of the person making the request it must ask for
more information. However, it is important that the School only requests information that is
necessary to confirm who they are.

13.2 The School needs to let the individual know as soon as possible if it needs more information
from them to confirm their identity before responding to their request. The period for responding
to the request begins when the School receives the ID information.

13.3 While the School may need to confirm the identity of the person making the request, this does
not mean the School is always justified to keep a copy of the information provided.

14. Requests For Large Amounts Of Personal Data

14.1 If the School processes a large amount of information about an individual it can ask them for
more information to clarify their request. The School should only ask for information that it
reasonably needs to find the personal data covered by the request.

14.2 The School needs to let the individual know as soon as possible that it needs more information
from them before responding to their request.

14.3 Where the request is manifestly unfounded or excessive because the request “would divert the
resources of the data controller unreasonably”, the School can:

* request a reasonable fee to deal with the request; or

¢ refuse to deal with the request.

14.4 In either case the School needs to justify its decision

15. Requests Made On Behalf Of Others

15.1 The DPA does not prevent an individual making a subject access request via a third party. In
these cases, the School needs to be satisfied that the third party making the request is entitled
to act on behalf of the individual, but it is the third party’s responsibility to provide evidence of
this entitlement. This might be a written authority to make the request, or it might be a more
general power of attorney.
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15.2 If the School thinks an individual may not understand what information would be disclosed to a
third party who has made a subject access request on their behalf, the School may send the
response directly to the individual rather than to the third party. The individual may then choose

to share the information with the third party after having had a chance to review it.

15.3 There are cases where an individual may not be able to manage their own affairs because they
do not have the mental capacity to do so, or for another reason. Such individuals should be
represented by a court-appointed guardian who can request access to their data on behalf of

the data subject.

16. Requests For Information About Students
16.1 The DPA defines a child as a person under the age of eighteen years old.

16.2 Even if a child is too young to understand the implications of subject access rights, it is still the
right of the child rather than of anyone else such as a parent or guardian. It is the child who has

a right of access to the information held about them, even though in the case of young children
these rights are likely to be exercised by those with parental responsibility for them.

16.3 Before responding to a subject access request for information held about a child, the School
should consider whether the child is mature enough to understand their rights. If the School is
confident that the child can understand their rights, then it should usually respond directly to
the child. The School may, however, allow the parent to exercise the child’s rights on their behalf
if the child authorises this, or if it is evident that this is in the best interests of the child.

16.4 What matters is that the child is able to understand (in broad terms) what it means to make a
subject access request and how to interpret the information they receive as a result of doing so.
When considering borderline cases, the School should take into account, among other things:

e the child’s level of maturity and their ability to make decisions like this;

e the nature of the personal data;

e any court orders relating to parental access or responsibility that may apply;

e any duty of confidence owed to the child or young person;

¢ any consequences of allowing those with parental responsibility access to the child’s or

e young person’s information. This is particularly important if there have been

e allegations of abuse or ill treatment;

e any detriment to the child or young person if individuals with parental responsibility

e cannot access this information; and

e any views the child or young person has on whether their parents should have access

¢ toinformation about them.

17. What Should You Do If The Data Includes Information
About Other People?

17.1 Responding to a subject access request may involve providing information that relates both to
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the individual making the request and to another individual.

17.2 The DPA says that you do not have to comply with the request if it would mean disclosing
information about another individual who can be identified from that information, except if:

e the other individual has consented to the disclosure; or

e itis reasonable to comply with the request without that individual’s consent.

[ ]
17.3 Data about a third-party individual may include information on the source of the personal data.
However, the School cannot refuse to provide access to personal data about an individual simply
because it obtained that data from a third party. The rules about third party data apply only to
personal data which includes both information about the individual who is the subject of the
request and information about someone else.

17.4 In determining whether it is reasonable to disclose the information, the School must take into
account all of the relevant circumstances, including:

¢ any duty of confidentiality the School owes to the other individual;

e any steps the School has taken to seek consent from the other individual;

e whether the other individual is capable of giving consent; and

e any express refusal of consent by the other individual.

17.5 So, although the School may sometimes be able to disclose information relating to a third party
it needs to decide whether it is appropriate to do so in each case. This decision will involve
balancing the data subject’s right of access against the other individual’s rights. If the other

person consents to the School disclosing the information about them, then it would be
unreasonable not to do so. However, if there is no such consent, the School must decide whether

to disclose the information anyway.

17.6 This does not mean that the School is excused from communicating as much of the personal
data sought in the request as can be communicated without disclosing the identity of the other
(third party) individual. This can be done by redacting or omitting the names or other identifying
particulars from the data.

18. If You Use A Third-Party Vendor, Does This Mean They
Would Have To Deal With Any Subject Access Requests You
Receive?

18.1 No. Responsibility for complying with a subject access request lies with the School as the
controller. The School needs to ensure that it has contractual arrangements in place to
guarantee that subject access requests are dealt with properly, irrespective of whether they are
sent to the School directly, or to the processor.
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19. Can You Refuse To Comply With A Subject Access
Request?

19.1 The School can refuse to comply with a subject access request if it is manifestly unfounded or
excessive because the request:

e isrepetitive;

e s fraudulent in nature, or

e would divert the resources of the data controller unreasonably.

19.2 If the School considers that a request is manifestly unfounded or excessive it can:
e request a reasonable fee to deal with the request; or
e refuse to deal with the request.

19.3 In either case the School needs to justify its decision. In the case of disagreement, the
Ombudsman shall decide on the facts.

19.4 If the data is already available by law as part of a public register or otherwise, or for sale under
administrative procedures, the School must provide access under those administrative
procedures and not under the DPA.

20. What Are The Exemptions To The Right To Access?

20.1 The DPA recognises the following exemptions from the right to access:

e Section 19: if the personal data is processed for crime prevention, detection or investigation,
the apprehension or prosecution of any person suspected of having committed an offence,
or the assessment or collection of any fees or duty;

e Section 21: if the personal data is processed for monitoring, inspection, or a regulatory
function, to the extent that applying it would be likely to prejudice the discharge of the
function;

e Section 24: if the data consists of information you are obliged by law to make available to
the public;

e Section 27: if the personal data is processed for purposes of conferring any honour or dignity
by the Crown or the Premier;

e Section 28: if the data is processed for purposes of corporate finance and the application of
the provision could affect the price of a financial instrument, or for the purpose of
safeguarding an important economic or financial interest of the Cayman Islands;

e Section 29: if the personal data consists of intentions in regard to any negotiations with the
individual which would be prejudiced by the processing;

e Section 30: if the personal data is being processed for legal or trust purposes;

¢ Regulation 7: if the release of personal data could reasonably cause mental or physical harm
to any person; or

¢ Regulation 9: to the extent that the notification would be likely to prejudice the carrying out
of social work because of serious harm to the physical or mental health or condition of any
person.
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21. What Should You Do If You Refuse To Comply With A
Request?

21.1 The School must inform the individual that it refuses to comply with the request without undue
delay.

21.2 The School should inform the individual about:
e thereasons it is not taking action;
e their right to make a complaint to the Ombudsman; and
e their ability to seek to enforce this right through a judicial remedy.

21.3 The School should also provide this information if it requests a reasonable fee or needs
additional information to identify the individual.
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22. Suggested Process Flow

Request received

Is the request in
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Request it in writing
/ send form
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Is additional
response time
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Notify the Principal

Is there sufficient
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requestor
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data subject

Request additional
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